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INFORMATION TRANSFER POLICY STATEMENT 

(February 2007)

SUMMARY GUIDELINES

POLICY STATEMENT

Glasgow Caledonian University endeavours to provide a safe, legal environment for all its staff and students. It aims to do so via encouraging the responsible use of electronic media and associated services by staff and students.  The policy aims to reduce the likelihood of legal liability for the University or its staff and students, as well as reducing the likelihood of any breach of security in security practices or regulations that could jeopardise the academic, business and commercial reputation of the University or its staff or students.  

Glasgow Caledonian University recognises that Internet, e-mail systems, telephones and other information transfer facilities have the potential for enormous benefit to staff and students at the University, but these systems can be misused. 

The policy explains what is classified as the acceptable and unacceptable use of the Internet and e-mail systems at Glasgow Caledonian University. 

Staff and Students should be aware that there is no legitimate expectation of privacy in their use of any information transfer system provided or facilitated by the University
All students and staff using the University’s Internet and e-mail facilities must comply with the University Regulations Pertaining to The Use of Information Technology Facilities (Appendix 1) and the Acceptable Use Policy (Appendix 2) for the Joint Academic Network (JANET).

Breaches of this policy will be addressed through the University’s Disciplinary Procedures for students and staff.  These will be implemented at a level appropriate to the seriousness of the alleged misconduct. 

The following bullet points summarise some key do’s and don’ts of the policy

(Note: This summary is for general guidance only and does not form part of the 

Glasgow Caledonian University Information Transfer Policy).

Do’s and Don’ts 
· DO apply the philosophy and general principles contained in the policy to determine in any given situation, whether or not your intended use of the system would be acceptable. 

· DO ensure that all communications sent by you comply with Glasgow Caledonian University's policies, and do not disclose any confidential or proprietary Glasgow Caledonian University information. 

· DO advise the Helpdesk immediately if you unwittingly or unintentionally find yourself in a web site that contravenes the terms of policy. 

· DO NOT use Glasgow Caledonian University systems to run a business or any commercial activity (other than the business of Glasgow Caledonian University). 

· DO NOT use the University's information transfer systems to transmit or facilitate the transmission of commercial marketing communications, whether such communications are solicited or unsolicited (other than for official Glasgow Caledonian University marketing activities).
· DO NOT through your use of any Glasgow Caledonian University computer or other electronic media, expose the University, yourself or any individual within Glasgow Caledonian University to any risk 

· DO NOT transmit, retrieve or store material, which is in breach of Glasgow Caledonian University's Equal Opportunities Policy. 

· DO NOT transmit by email or any other information transfer system, retrieve from the internet or store any communication with obscene language or of an obscene, distasteful or sexually explicit nature, or which might be judged as such by a sensitive third party. 

· DO NOT transmit, retrieve or store material which is discriminatory, harassing, derogatory of any individual or group, defamatory or threatening, or which is a “chain letter”; or which is illegal or contrary to this policy or any other Glasgow Caledonian University policy or Glasgow Caledonian University's best interests. 

· DO NOT send humorous material as this can cause offence and may be a breach of the University's Policies. 

· DO NOT send emails with personal attachments of any kind (e.g. documents, photographs, animations, video, films, music) as these can cause serious detriment to the University's systems, introduce viruses and other problematic material and may otherwise breach this Policy.

· DO NOT subscribe to e-mail newsletters other than for business purposes

· DO NOT play online internet games or use streaming media for news, sports scores or other non-business real-time data streaming.

MOBILE TELEPHONES, MOBILE COMPUTERS AND SIMILAR DEVICES
· It is a criminal offence to use a hand held mobile phone or similar device when driving.  

MONITORING

· All use is monitored electronically by Glasgow Caledonian University in accordance with the Regulation of Investigatory Powers Act 2000, Regulation of Investigatory Powers (Scotland) Act 2000 and the Data Protection Act 1998. 

· You should NOT assume that electronic communications are totally private and confidential and should NOT transmit highly sensitive or personal information. 

· Deliberate attempts to avoid or circumvent the monitoring systems will be deemed a breach of this policy.

SECURITY

· DO NOT “hack” into systems or other people’s logins, files or folders

· DO NOT “crack” passwords, or breach computer or network security measures 

· DO NOT access or monitor electronic files or communications of other staff or third parties. 

· DO NOT send e-mail or other electronic communication which attempts to hide your identity as the sender or represent you as someone else. 

DISCIPLINARY POLICY

· A breach of the terms of the Information Transfer Policy is potentially a disciplinary offence. 

· When you log on, you are deemed to have accepted the whole terms of this policy whether you do so immediately prior to any breach or some time previously. 

· Breach of this policy will be dealt with in terms of Glasgow Caledonian University's disciplinary policy and the Code of Student Discipline 

RESPONSIBILITY

Note: It is your responsibility to keep your passwords, pin codes and any other "secret" information secret. In the event that any apparent breach of this Policy is linked to any of your accounts, it will be assumed that this was done by you or with your approval, unless you can prove beyond all reasonable doubt that this was not the case.
INFORMATION TRANSFER POLICY
1.
Policy Statement

Glasgow Caledonian University encourages the responsible use of electronic media and associated services by staff and students.  The policy aims to reduce the likelihood of legal liability for the University or its staff and students, as well as reducing the likelihood of any breach of security in security practices or regulations that could jeopardise the academic, business and commercial reputation of the University or its staff or students.

Glasgow Caledonian University recognises that Internet, e-mail systems, telephones and other information transfer facilities have the potential for enormous benefit to staff and students at the University, but these systems can be misused. 

This policy explains what is classified as the acceptable and unacceptable use of the Information Transfer systems at Glasgow Caledonian University. 

Staff and Students should be aware that there is no legitimate expectation of privacy in their use of any information transfer system provided or facilitated by the University.

All students and staff using the University’s Internet and e-mail facilities must comply with the University Regulations Pertaining to The Use of Information Technology Facilities (Appendix 1) and the Acceptable Use Policy (Appendix 2) for the Joint Academic Network (JANET).

Breach of the terms of this policy is a disciplinary offence.  Each member of staff/student is deemed to accept the whole terms of this policy by virtue of their acceptance of its terms, when logging on to the system, whether they did so immediately prior to any breach or some time previously.  Breach of this policy will be dealt with in terms of the University's Discipline Policy & Procedure.

These will be implemented at a level appropriate to the seriousness of the alleged misconduct. 
Any investigation in terms of the University's disciplinary policy may include the production of hard copy prints of the files or attachments or of pages from the relevant websites that are the cause of the breach.  The hard copy of such files or attachments may be retained by the University and used in evidence in any disciplinary hearing or any subsequent employment tribunal application that may follow.

2.
Monitoring – Please also refer to paragraph 14 for more detail.

The University encourages the use of the Internet, e-mail and other information transfer systems and is committed to acting in compliance with individual’s rights under both the Human Rights Act 1998 and the Data Protection Act 1998.  While the University routinely monitors the overall patterns of e-mail and Internet usage it does not, in the normal course of events, specifically identify the use made of the facilities by any individual member of staff or student.  However, in terms of the Regulations of Investigatory Powers Act 2000 the University is authorised to monitor its e-mail and internet systems in the circumstances set out in the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 and it shall do so. 

Accordingly staff and students should be aware that the University’s information transfer systems are subject to random monitoring and recording by or on behalf of Glasgow Caledonian University.  While the University will at all times seek to act in a fair manner, staff and students should be aware that there can be no legitimate expectation of privacy when using the University’s information transfer facilities.  In particular, staff or students involved in University projects should be aware that the University may open e-mails that you receive in their inbox during any absence from the University to assess whether they are work related. 

In order to protect the interests of staff and students, the University will conduct an impact assessment prior to commencing any new monitoring to determine whether the proposed monitoring is a proportionate response to the problem it seeks to address.  This will involve a senior manager considering a range of factors including the purpose of the monitoring and the benefits it will deliver to the University, any negative impact on staff and/or students, and whether the purpose of the monitoring can be achieved by some other less intrusive means.  

3.
Application

The following procedures apply to all electronic media and services which are:

· accessed on or from Glasgow Caledonian University premises,

· accessed using Glasgow Caledonian University’s computer equipment, and/or

· used in a manner which identifies the individual with Glasgow Caledonian University.

· accessed remotely e.g. from home, by VPN or whilst travelling on University business

Any third parties such as visitors, agents or consultants using Glasgow Caledonian University information transfer facilities will also be subject to compliance with this policy.   All applications for use of the University Staff 
e-mail system by third parties (visitors, consultants, agents, suppliers) shall be authorised by the Dean of a School, Head of Department or the Director of Learning Resources (as a minimum).  It is the responsibility of the member of staff who authorises third party use to ensure that third parties have read and understood the terms of this policy and agree to be bound by it.  In addition, third parties will read, understand and confirm their agreement to be bound by it, by signing the appropriate forms (Appendix 4).

4.
Legal Liability

It is your responsibility to keep your passwords, pin codes and any other "secret" information secret.  In the event that any apparent breach of this Policy is linked to any of your accounts, it will be assumed that this was done by you or with your approval, unless you can prove beyond all reasonable doubt that this was not the case.
The IT Helpdesk will be pleased to assist you with securing your account / equipment or changing your information if you think its security may have been compromised.

4.1 Staff

Staff should be aware that legal responsibility for e-mail, communications and for Internet misuse by a member of staff rests with both Glasgow Caledonian University and the member of staff responsible.  For instance, where an email contains a defamatory comment or a comment which could be considered to amount to harassment then this could attract liability to both the author of the email and to Glasgow Caledonian University.  Accordingly, staff should be aware at all times that responsibility for e-mail, communications and Internet misuse lies wider than the individual who misuses it.  The mere possession of certain material can constitute a criminal offence.

Similarly, staff and particularly Heads of Department/Division and other Senior University Staff, should be aware that Glasgow Caledonian University can be held to be vicariously liable for representations made or contractual arrangements entered into by its staff where it is reasonable for a third party to assume that the member of staff is acting with Glasgow Caledonian University’s authority.  Heads of Department/Division and other senior University staff should take great care in relation to both external and internal e-mails which could be contractually binding. 

4.2 Students

Students should be aware that legal responsibility for e-mail, communications and for Internet misuse by a student may rest with both Glasgow Caledonian University and the student responsible. For instance, where an email contains a defamatory comment or a comment which could be considered to amount to a form of harassment then this could attract liability to both the author of the email and to Glasgow Caledonian University.  Accordingly, students should be aware at all times that responsibility for e-mail, communications and Internet misuse lies wider than the individual who misuses it.  The mere possession of certain material can constitute a criminal offence.

4.3
Child Pornography

In the event that a member of staff/student comes across any material which contains any element of child pornography, or opens a file held on either a file server or the hard drive of a PC (whether desktop or lap top) that contains any element of child pornography, the following procedure should be implemented:

4.3.1
The equipment in question should be left alone and the IT Helpdesk contacted immediately.

4.3.2
Under no circumstances should the equipment be used any further. However the screen may be covered up to avoid inadvertent viewing of the material.

4.3.3
The material must not be copied, printed, sent to any other member of staff or viewed unnecessarily.

4.3.4
The member of staff/student should leave the equipment’s vicinity and wait until an IT Engineer arrives.

4.3.5
Any use of the computer equipment by others should be noted and reported to the IT Engineer on his/her arrival.

4.3.6
Any member of staff/student involved in this type of situation will be made aware of the support available through the University's Employee Counselling Service, the BUPA Helpline or the Student Counselling Service.  These services are confidential and may be of particular assistance in providing support to the individual who originally viewed the material, as the nature of this could be offensive and distressing.

5.
Security

5.1
Staff and Students

Staff/Students must respect the confidentiality of staff and student electronic communications and must adhere to the regulations in the “University Regulations pertaining to the Use of Information Technology Facilities” (Appendix 1).

6.
Software

Staff/Students are not permitted to use the Internet to download entertainment software or games, to play against others (or computers) across the Internet or participate in online gambling or gaming.  Staff/Students must not download software which may be used to “sniff” the University's network in order to determine staff/student passwords or to enable hacking into University or other systems, nor use any from of device so to do.  The attempted entry into any other system from the University network is prohibited unless the individual concerned is authorised so to do, as is the download of any software which might facilitate this or which could facilitate the launch of a denial of service act against any computer network.  The attempt to install spyware, malware or key-loggers on any computer is prohibited.

Staff/students must respect the confidentiality of other people’s electronic communications and may not attempt to read, “hack” into the University's systems or other people’s logins, folders or files, or “crack” passwords, or seek to breach computer or network security measures, or access or monitor electronic files or communications of other staff/students or third parties.

7.
Viruses

The University’s Virus Policy is attached (Appendix 3) and must be observed at all times.
8.
Defamation/Libel/Slander

Staff/Students must not write, send, publish, copy, distribute or forward derogatory or defamatory / libellous / slanderous remarks about any person or organisation (including the University) either on the Internet or by e-mail or any other information transfer system.  If a member of staff discovers potentially defamatory / libellous / slanderous material, then they should report it to their line manager immediately.  If a student discovers potential defamatory / libellous / slanderous material they should report it to their Programme Organiser or Head of Division.  Staff/Students must not send or forward discriminatory messages, even if it is intended as a joke, as this could be regarded as harassment.  Staff/Students should be aware that anonymity of the internet is rare and most activity can be tracked to its source.

9.
Acceptable Personal Use of E-mails 

9.1
E-mail System

Electronic media and services are primarily for Glasgow Caledonian University’s business and educational use.  Limited, occasional or incidental use of e-mail (sending or receiving) for personal purposes is understandable and acceptable where such use does not contravene this policy.  It will generally be acceptable for e-mail communications to be effected for trade union purposes.

Staff should make it clear the e-mail is a personal communication and not made on behalf of Glasgow Caledonian University.  A disclaimer to this effect may be added automatically to all outgoing e-mails.  Personal use should be restricted and wherever possible should take place outwith the core hours of 9 to 1 and 2 to 5, when the system is at its busiest.  However, staff/students need to demonstrate a sense of responsibility and should not abuse the privilege, otherwise it may be withdrawn.  The University may require to consider the amount of time a member of staff/student spends in dealing with non-business related communications.  Information in relation to such use is compiled electronically.  The University reserves the right to determine in any particular case or circumstances what level of use it deems reasonable.  Staff/students who abuse the e-mail system risk disciplinary action.

The University’s e-mail system must not be used to send personal e-mails when there is a real risk of a personal communication being interpreted as a communication made on behalf of Glasgow Caledonian University. 

The University e-mail system, or any other e-mail system accessed via the internet using University equipment or systems, must not be used to send or circulate copyright material unless appropriate permission, and/or payment for use have been obtained/carried out and proof of purchase or authorisation to use is held. 
In accordance with this Policy and the University Regulations Pertaining to The Use of Information Technology Facilities, it is prohibited to send junk emails, faxes, SMS messages, MMS Messages or unsolicited marketing communications (Spam) which can overload systems and disrupt email services with a consequent impact on costs; such prohibited material can include chain letters and offers, hoax virus alerts, amusing animations and graphics, unsolicited mail or communication lists.

No e-mail or other electronic communication may be sent which attempts to hide the identity of the sender, or represent the sender as someone else.

Additionally, the following confidentiality statement (or similar) will be added at the front of each outgoing email: 

“This email is confidential, may be legally privileged, and is for the intended recipient only.  Access, disclosure, copying, distribution, or reliance on any of it by anyone outside the intended recipient organisation is prohibited and may be a criminal offence.  Please delete if obtained in error and email confirmation to the sender. The views expressed in this email are not (unless clearly intended otherwise) necessarily the views of Glasgow Caledonian University.”

Your attention is drawn to Appendix 5, which deals with Best Practices for the Use of E-mail.

9.2
Web-based E-mail 

As a matter of routine, the University does not monitor the use of non-University web-based e-mail systems such as Yahoo! or gmail.  However, staff/students must not use any of such systems in an attempt to circumvent any restriction which would exist had the communication been made using a University information transfer system.  The University reserves the right to block access to any such system either individually or generally where this privilege is being abused. 

10.
Acceptable Personal Use of Internet

10.1
General

Limited, occasional or incidental use of the internet for personal or non-academic purposes is understandable and acceptable where such use does not contravene this policy.  However, in allowing this, the University requires staff and students to act responsibly.   Staff must never allow use of this facility to interfere with their job performance or work responsibilities.  Staff and students who abuse this privilege will be subject to disciplinary action.  The accessing of trade union sites will generally be acceptable.

10.2
Online activity

If staff or students use a University information transfer system to carry out on-line transactions, Glasgow Caledonian University takes no responsibility for any part of the transaction and is not liable for any failure of security that might occur as a result of the transaction.  The University will keep the use of this facility under review and reserves the right to withdraw the facility. 

It is not permissible for goods purchased over the Internet to be delivered to the University’s address. 

11.
Acceptable Personal Use of Telephones

11.1
General

Limited, occasional or incidental use of fixed (non-mobile) telephones for personal or non-academic purposes is understandable and acceptable where such use does not contravene this policy.  However, in allowing this, the University requires staff / students to act responsibly.  Staff must never allow use of this facility to interfere with their job performance or work responsibilities.  Staff/students who abuse this privilege will be subject to disciplinary action.  Communications for trade union purposes will generally be acceptable where related to the University.
11.2
International Communications

It is not acceptable for staff or students to use the University's telephony or communications systems to make personal international calls.

12. 
Unacceptable Usage of Information Transfer Systems

12.1
General

As stated in the “University Regulations pertaining to the Use of Information Technology Facilities” it is unacceptable to access, archive, store, distribute, edit or record sexually explicit or other offensive material.  The display on any IT equipment (whether belonging to the University or the Member of staff/Student) of any sexually explicit image or document is unacceptable.  This includes screen-savers.  The display of such material can result in claims of harassment and discrimination and will result in disciplinary action and implementation of the University’s Disciplinary Procedures. 

The University recognises that staff/students may have a personal or business mobile telephone which has a camera or video facility.  Due to concerns about confidentiality and privacy, the camera/video function should, where possible, be disabled.  Where this is not possible, staff who have a camera/video telephone must ensure that they do not use this function for any reason while in the workplace.  The use of camera phones by any member of staff/student is not permitted where these are used to take photographs of any person without than person's express consent.

12.2
JANET Restrictions

As the University’s computing network is connected to the network for the education community within the UK (JANET), information transfer systems users must additionally comply with the current version of the JANET Acceptable Use Policy – see Appendix 2.
12.3
Non-permitted and prohibited activities

The University’s Information Transfer facilities may not be used for knowingly accessing, transmitting, retrieving, viewing, downloading or storing any communications or material:-

· of a discriminatory or harassing nature (actual or potential), either in itself or to any particular individual or group;

· of a racial, religious, homophobic, or sectarian nature;

· which are derogatory to any individual or group or might be so considered by such individual or any member of such group; 

· which are offensive, indecent, obscene or pornographic or which pose a risk to the University that they may be regarded as such by any person.  For the avoidance of doubt, but without limiting the general concept, images of nudity (male or female, whole or partial) or depicting an actual or simulated sexual act or sexual contact, or an actual or simulated normal or perverted sexual act, or a lewd exhibition shall constitute pornography; 

· which are defamatory to any individual or group, or which contains any defamatory material;

· which are contrary to the University's Equality and Diversity Policies;

· which is designed or is likely to cause annoyance, inconvenience or anxiety to any individual or group; 

· in which a member of staff knowingly or recklessly obtains or discloses to another person personal data without the consent of the data controller;
· which may be used to launch an attack against the University systems:
· for any purpose which is illegal, immoral, against any of the University’s Policies or contrary to the University’s interest.

It is strictly forbidden to use the Internet for private or freelance business, gambling, visiting pornographic or entertainment sites or for conducting political activities, (other than permitted trade union activities) including postings to discussion groups or fora.  For the avoidance of doubt, but without limiting the general concept, images of nudity (male or female, whole or partial) or depicting an actual or simulated sexual act or sexual contact, or an actual or simulated normal or perverted sexual act, or a lewd exhibition shall constitute pornography.
If there are any queries about the above section, particularly where Research is required in any of the above areas, it is advisable to contact the IT helpdesk for advice on how to proceed.  Authorisation will be granted where bon-fide research is to be conducted.
The use of any file-sharing, Peer-to-Peer, or similar system on any University network is strictly forbidden. Without limiting the said generality, programs such as Napster, KazAa, KazAaLite, gnutella, BearShare, Morpheus, LimeWire, Macster, Aimster, Blubster, WinMX, BearShare, eDonkey, BitTorrent, Gnutella2, Shareaza, Napigator, Madster, iMesh, Scour, Freenet, Gnutella, iNapster, MyMp3Storage.com, Cutemx, Eastbaytech, Filefury, Fileswap, iDrive, iNapNow, MediaSharing, MP3Direct Download, Meebo, MP3Fiend, Myplay, Netbrilliant, Onshare, Shareyourworld, Sky Downloads, Sonicnet, Spinfrenzy, Skype, Upstage, Y2brand, ZeroPaid, Swapstation and similar programs must not be installed or used on any part of the University's network.
Skype is subject to specific regulation.  Advice on the use of this for legitimate educational, teaching, knowledge transfer and research purposes may be sought from the IT Helpdesk.
In any event the Internet should not be accessed to review material or obtain information, which could or would serve to bring the University into disrepute or amount to a criminal or illegal activity.
12.4
Accidental Access
A member of staff/student who inadvertently finds that they have accessed a site containing offensive or sexually explicit material or any material access to which is prohibited in terms of this Policy must (unless covered by clause 4.3) exit the site immediately and notify the IT Helpdesk – Attn: Infrastructure Manager of the site address so that it can be blocked.  If a member of staff/student is found, through the process of legitimate monitoring or otherwise, to be accessing (or attempting to access) such sites regularly (more than once) then they will risk disciplinary action and implementation of the University’s disciplinary procedures.  

12.5
Receipt of prohibited material
A member of staff/student who receives any unsolicited, offensive, pornographic or sexually explicit e-mail or other electronic message or any e-mail or electronic message which contains any prohibited material, which shall include an e-mail or message containing a hyperlink to a site of that nature, should inform the IT Helpdesk immediately as well as their line manager/Head of Department or Programme Organiser.  The Director of Learning Resources shall be informed and shall advise the Head of Department/Dean regarding the severity of the incident.  It will be for the Line Manager/Head of Department/Dean or Programme Organiser to decide whether further investigation or disciplinary action is appropriate. The member of staff/student must cooperate fully with any such investigation.  
The IT department is responsible for ensuring that the equipment onto which any unsolicited, offensive, pornographic or sexually explicit e-mail or other electronic message or any e-mail or electronic message which contains any prohibited material, which shall include an e-mail or message containing a hyperlink to a site of that nature is restored to its previous state.  It is therefore mandatory that the staff/student who receives these materials contacts the IT Helpdesk so that the machine can be segregated from the network and an investigation performed prior to clean up.

12.6
Unsolicited Electronic Communications

Unsolicited material which is circulated internally or externally, which has its origin internally or externally, may be classified as spam.    Unsolicited commercial marketing e-mails and electronic messages, which are discussed in more detail below, are a particular form of spam. 

Any Member of staff or Student who is found to be the originator of a spam attack from within the University or using University equipment will be subject to disciplinary action by the University.  The generation of such material and its propagation using the JANET network would result in the disconnection of the University from the academic network.  This would have a severely detrimental effect on University operations and on the credibility of the University, its staff and its students.

Without prejudice to the general prohibition on the use of University information transfer facilities for private or freelance business purposes which is set out above, it is expressly prohibited for staff and/or students to use the University’s information transfer systems to transmit or facilitate the transmission of commercial marketing communications, whether such communications are solicited or unsolicited.  Any member of staff or student who is found, whether through lawful monitoring by the University or otherwise, to be using the information transfer system for these purposes will be subject to disciplinary action under the University’s Disciplinary Procedures.

The University has introduced new scanning methodologies to remove spam from incoming e-mail wherever possible and identify outgoing spam transmissions, thereby reducing the impact of spam on the University.  Any e-mail transmitted to more than 20 recipients, whether on its own or as part of a series of (almost) identical messages may be considered as spam.

Note: E-mails sent to the student e-mail system by Lecturers, or by the University as part of the course delivery, course management, student briefing procedures or alumni engagement are not regarded as spam. 

13.
Unlawful Acts

13.1
Illegal Activity
A member of staff/student who is found using the information transfer systems for illegal purposes will be subject to the University’s Disciplinary Procedure and, in addition may be reported to the Police or other authorities without notice.  In certain circumstances, the University has a legal obligation to inform such parties and will do so without notice.

The use of information transfer facilities is subject to provisions of the following legislation as stated in the University Regulations Pertaining to The Use of Information Technology Facilities, and to such other legislation as may be applicable from time to time.

· Data Protection Act 1998;

· 1998 Telecommunications Act 1984;

· Copyright, Designs and Patents Act, 1988 and subsequent regulations;

· Computer Misuse Act, 1990;

· Computer Copyright Software Amendment Act 1985;

· Criminal Justice and Public Order Act 1994;

· Race Relations (Amendment) Act 2000;

· Human Rights Act 1998;

· Regulation of Investigatory Powers Act 2000;

· The Privacy and Electronic Communications (EC Directive) Regulations 2003
13.2
Copyright Infringement
Staff may not download copyright materials from the Internet unless they have documentary evidence of proof of purchase or right to use.  This includes MP3 files, books, diagrams, photographs, video materials, films etc.  If such materials are required by staff for teaching purposes, the position under copyright law surrounding the use of such materials must be investigated and compliance ascertained and documented before materials are used. A written record should be kept of such investigation and compliance.

Students may not download copyright materials from the Internet unless they have documentary evidence of proof of purchase or right to use.  This includes MP3 files, books, diagrams, photographs, films, etc.  If a student requires such material for the purposes of their course of study, written permission should be sought from the Head of Division or Programme Organiser.  A written record must be kept by students of all permissions sought and granted.
13.3
Plagiarism

Staff/Students may not access Internet sites in order to download and use material which is known or found to be plagiarised, nor to pass of the work of others as their own.  The University, in common with most academic institutions operates sophisticated software programs for checking work against plagiarism.

14.
What Monitoring may be carried out? 

The University has a legitimate interest in monitoring the use being made of information transfer systems by its staff and by students who attend the University (in person or virtually.  For instance (but without prejudice to the said generality), the University may wish to carry out monitoring in order to:

· Detect harassment or other inappropriate behaviour;

· Monitor performance of its staff or of students where this is appropriate;

· Monitor and detect the outward transmission of confidential information;

· Prevent and detect theft of University property;

· Prevent or detect any unlawful act;

· Monitor adherence to this and other policies;

· To perform other duties in the employment or education sphere; 

· To see whether communications are business related; 

· For training or quality assessment; or

· For other purposes permitted under the Telecommunications (Lawful Business Practice)(Interception of Communications) Regulations 2000.

The University will make all reasonable efforts to ensure that users of the particular communication system in question are informed of the fact that monitoring may be taking place. This policy, together with the University’s Data Protection Policy, is part of that process and, insofar as it relates to staff and students, provides sufficient notice.

Whilst the University respects its staff's’ and students' wish to work without “Big Brother” looking over their shoulder, there are systems in place to monitor and screen electronic communications automatically and without unnecessary intrusion.  However, it should be noted that: 

a)
There are systems in use, which block access to web sites, which are considered not to be appropriate. Attempts to access such sites are blocked automatically and logged by reference to the user concerned and the site to which access was sought.  Such logged attempts are monitored and may be the subject of disciplinary action, wherever appropriate depending upon the degree of risk to the University which is involved.  It is appreciated that users can inadvertently find themselves blocked from accessing a site; such an occurrence will not normally be a breach of this policy.  If you find yourself blocked from a site to which access is required for business purposes, application should be made to the IT Helpdesk: Attn: Infrastructure Manager to have access enabled.

b)
The University electronically monitors and virus checks all incoming e-mail in order to identify certain types of high risk content and the content and type of attachments.  This is necessary for the protection of the University and the University's systems and to ensure that the content of e-mail or any attachment does not contravene the terms and spirit of this or any other policy.  Any incoming e-mail that the system identifies as containing content, which is potentially in breach of this policy, is quarantined automatically.  The system automatically logs the transmission, which will not be released to the intended recipient until the actual nature of the content or the content of any attachment has been verified.  IT staff will release e-mails on request provided the subject line and sender id are satisfactory.  If the subject line and sender id are suspect, IT Staff will refer the message to the Infrastructure Manager to obtain permission to release the message.  Where such e-mails are quarantined, the recipient is deemed by his or her acceptance at log on of the terms of this policy, to have authorised the accessing and verification of the content of such e-mail by the University.

c)
The University may electronically monitor all outgoing and in-house emails at the point of transmission, in order to identify certain types of high-risk content and the content and type of attachments.  This is necessary for the protection of the University and the University's systems and to ensure that the content of e-mail or any attachment does not contravene the terms and spirit of this or any other policy.  Any such e-mail intended for external transmission, which the system identifies as containing content which is potentially in breach of this policy, will be quarantined automatically before it has been transmitted outwith the University's system.  The system automatically logs the transmission, which will not be released to the intended recipient until the actual nature of the content or the content of any attachment has been verified.  IT staff are not authorised to release any quarantined e-mail not related to a particular client matter, without first obtaining the authority of the Infrastructure Manager.  Where such e-mails are quarantined, the recipient is deemed by his or her acceptance at log on of the terms of this policy, to have authorised the accessing and verification of the content of such e-mail by the University.  Where any such quarantining of outgoing or in-house e-mail occurs in a situation that evidences a breach of this policy, the matter will be considered as a disciplinary offence and dealt with accordingly.

In all instances, the University shall process such monitoring data in compliance with its obligations under the Data Protection Act 1998.  In addition to this, the University shall make an impact assessment to ensure that such monitoring is, so far as is reasonable, a targeted and proportionate response to the mischief that it is intended to remedy.

Accordingly, staff and students should be aware that there is no legitimate expectation of privacy in their use of any information transfer system provided or facilitated by the University.  There is no guarantee that any personal call made using a telephone system at the University or E-mail sent from the University (including e-mail sent from a web-based account) will remain private.  If you have a private matter to discuss then it may be more appropriate to use some other means of communication such as a public pay telephone or your own mobile phone. 

If you receive a personal call at the University then you should make it clear to the caller at the beginning of the telephone call that the call may be monitored or recorded in line with this Policy.

Deliberate attempts to circumvent any screening or monitoring system will be considered a breach of this policy.  The matter will be considered as a disciplinary offence and dealt with accordingly.

15.
Confidential Data
Accidental breaches of confidentiality can occur by entering a wrong address or forwarding a message to inappropriate recipients on the University’s distribution list.  It is advisable when sending confidential or sensitive material by e-mail that you ensure that it clearly states to the recipient that it is private and confidential.  You may wish to consider whether a public system such as e-mail is appropriate for the transmission of confidential or sensitive material.

16.
Mobile Information Transfer Devices

Please see Appendix 6 for the University's policy on the use of mobile telephones, mobile computers and similar devices.
17.
Discipline Policy & Procedure
Breach of the terms of this policy is a disciplinary offence.  Each member of staff/student is deemed to accept the whole terms of this policy by virtue of their acceptance of its terms, when logging on to the system, whether they did so immediately prior to any breach or some time previously.  Breach of this policy will be dealt with in terms of the University's Discipline Policy & Procedure and the Code of Student Discipline.

Any investigation in terms of the University's Discipline Policy & Procedure and Code of Student Discipline may include the production of hard copy prints of the files or attachments or of pages from the relevant websites that are the cause of the breach.  The hard copy of such files or attachments may be retained by the University and used in evidence in any disciplinary hearing or any subsequent employment tribunal application that may follow.

18.
Review

The Information Transfer Policy will be reviewed regularly by The Director of Learning Resources in particular to ensure it remains compliant with relevant legislation.

APPENDIX 1

University Regulations pertaining to the Use of Information Technology Facilities

1
Scope 

These regulations apply to users of all IT facilities owned, leased or hired by Glasgow Caledonian University, all users of IT facilities on the Glasgow Caledonian University's premises and all users of any IT facilities connected (locally or remotely) to Glasgow Caledonian University's networks.

2
The Legal Framework

The use of IT facilities is subject to provisions of the following acts:

2.1
Data Protection Act, 1998

2.2
Telecommunications Act, 1984

2.3
Copyright, Designs and Patents Act, 1988 and subsequent regulations

2.4
Computer Misuse Act, 1990

2.5
Computer Copyright Software Amendment Act 1985

2.6
Criminal Justice and Public Order Act 1994

2.7
Race Relations Act 1976

2.8
Human Rights Act 1998 

2.9
Regulation of Investigatory Powers Act 2000 

Users must comply with the Acceptable Use Policy of the Joint Academic Network (JANET), a copy of which can be viewed at URL: http://www.ja.net/services/publications/policy/aup.html
Users must comply with any regulations and instructions displayed alongside IT facilities.

3
Authorisation

There are two levels of access to the University IT Facilities

1)
Visitor Access

Visitors to the University may gain access to the University network using their own equipment in specific areas offering wireless access.  The  wireless access is specifically regulated to allow only limited access to the web.

2)
Staff and Student Access

University systems may be used by staff and registered students of Glasgow Caledonian University, and other persons authorised by the 'designated authority', that is the Dean of Faculty/School, Director of Learning Resources or appropriate Head of Department or Division.

4
Registration

Use of certain of the facilities is conditional upon prior registration and the allocation of a user identification reference authorised by the designated authority. The granting of a user identification reference will constitute the authorisation for the use of facilities referred to in paragraph 3.
Students will comply with the requirement for Registration when they have formally registered.

Staff will comply with the requirement for registration when they obtain their staff card or are given a unique staff number.
5
Access

IT facilities will have access times posted in a prominent position.  Students may not occupy any IT facility outside the permitted hours of access. 

6
Conditions of use for hardware and software

The Information Technology facilities provided by the University comprise all computer hardware and software (including for example printers, photocopiers, scanners, PDA’s, network equipment etc) as well as all audio visual equipment (such as cameras, tripods, data projectors, overhead projectors etc).
6.1 
Damage

Users must not in any way deliberately cause any form of damage to Glasgow Caledonian University's information technology equipment or software, or to any of the rooms which contain that equipment.  The term 'damage' includes modifications to hardware and software which, whilst not permanently harming the hardware or software, incurs time and/or cost in restoring the system to its original state.  Any costs associated with repairing or replacing deliberately damaged equipment or software and/or in providing temporary replacements will be determined by the Director of Learning Resources. 

6.2
Compliance with Licensing

Users must adhere to the terms and conditions for all licence agreements relating to any part of those facilities including software, equipment, services, documentation or other goods.

6.3
Unauthorised copying

Users must not copy software or documentation without permission from the designated authority.

6.4
Modification of Software

Users must not modify any software or incorporate parts of any software into their own work, without permission from the Dean of a School, Director of Learning Resources, Head of Department or Division.

6.5
Compliance with Instructions and Regulations

Users must comply with any instructions or regulations displayed alongside computing facilities.

6.6
Unauthorised addition of Programs

Users must not deliberately introduce any virus, worm, trojan or any other 'nuisance' program or file on to any system external or internal to the university or take deliberate action to circumvent any precautions taken by the Glasgow Caledonian University to prevent 'infection' of its machines.

6.7
Inappropriate activity in other users files

Users must not delete other users' files or interfere in any way with the contents of their directories.

6.8
Misuse of Identification Reference

Users must not use another user's identification reference or allow another user to use his/her reference.

6.9
Maintaining Password Security

Users are responsible for maintaining the security of their own password.  Should they divulge the password to anyone else, they will be accountable for the use of their account by that person.

6.10
Connection to other computing equipment

Users must not make use of any of Glasgow Caledonian University's computing equipment to connect to any other computing facilities or commercial services without prior permission and appropriate registration.  Application for such permission must be made to the Director of Learning Resources.
6.11
Use of Network and Computer Facilities

Every user of networking facilities must observe all standards or rules relating to use of the networks and/or computer systems to which he/she has access over those networks.
In general, staff and students are permitted to logon to the network on one computer at any one time.  There are situations where multiple logons are permissible, but in general multiple logons are forbidden.

The IT Services department monitors continuously for multiple logons and disciplinary action will be taken for inappropriate use of facilities.
It is not permitted to allow friends or family to logon to the network using a user’s id and password.
6.12
Connection of Devices to the Network

Users must not connect any device into Glasgow Caledonian University's network without prior written agreement from the Director of Learning Resources.

6.13
Logging Off

Users must ensure that they terminate each session in accordance with published instructions.

6.14
Use of E-mail

Users must comply with the Information Transfer Policy.

6.15
Inappropriate Material

Users must not use IT equipment or IT systems to store, produce, transmit or display text or images that could be considered to be offensive e.g. sexual, pornographic, racial abuse, libellous, of terrorist nature or to make others fearful, anxious or apprehensive or that could bring the University into disrepute.

Users must comply with the requirements of the Information Transfer Policy.

7
Behaviour

7.1
Accountability

Users can be held accountable for any cost or inconvenience caused by the excessive use of network bandwidth for activities that are not in accordance with the Janet Acceptable Use Policy. The University reserves the right to decide on any cost or inconvenience caused. 

7.2
Consumption of Food and Drink

Smoking or eating is not permitted in any student computer lab.  Students may drink bottled water.  Eating and drinking is permitted in the Learning Café and on the ground floor of Saltire Centre.
7.3
Respect Others

Users must respect the rights of others and should conduct themselves in a quiet and orderly manner when using IT facilities. Users must not occupy a computer workstation unless they are actively using it for bona fide purposes. 
Users shall not leave their belongings at a workstation in an attempt to reserve the workstation while they go off for refreshments.  This is applicable in all computer labs, the Learning Café and the Saltire Centre.  Not only do users risk the theft of belongings, it is also preventing the use of the equipment by other users.

7.4
Playing Computer Games

The playing of unauthorised computer games is not permitted.  The use of Internet facilities, (e.g.: Web surfing, Chat, Email), for purposes that are not directly related to academic activities is not permitted during busy periods.

7.5
Removal of Equipment

No equipment should be moved from its designated place or be tampered with in any way.  This includes changing workstation characteristics.

7.6
Interference with Print outs

Interference with or removal of print outs which belong to another person is not permitted.

7.7
Stationery

Stationery should only be used for the purpose for which it is supplied. It should be carefully conserved and unused stationery must not be removed.

8
Equipment loans

8.1
Borrowing Equipment

Other than in the Saltire Centre, no equipment or software may be borrowed without the agreement of the Dean of a School, Head of Department or Division or Director of Learning Resources.  Any software or equipment borrowed as part of a formal loan scheme or for the duration of a particular project must be returned on the date agreed at the time the loan was made or fines will apply at a level up to the cost of the equipment/software borrowed.
Users shall note that the laptops borrowed from the Saltire Centre are covered by a specific borrowing agreement which means that the borrower is liable for the full replacement cost of the laptop if the laptop is damaged, mislaid or stolen.

8.2
Security of Borrowed Equipment or Software

All reasonable care must be taken to ensure the security of any equipment or software borrowed. Borrowers are advised to effect additional insurance for such equipment while in their possession.

9
Private and commercial use

9.1
Commercial Use of Facilities

The use of any of Glasgow Caledonian University's IT facilities for commercial gain or for work on behalf of other groups is not permitted unless prior agreement has been made with the Director of Learning Resources because of the implications of such use on the University agreement with UKERNA for use of the JANET network.  An appropriate charge for that use will be determined and agreed before any work can be carried out.

9.2
Personal Use

The use of the University's IT facilities for reasonable personal purposes is permitted, as determined by the Dean of a School, Head of Department or Division or the Director of Learning Resources.

10
Charging 

There may be a charge for use of certain facilities.  Failure to pay outstanding charges may result in withdrawal of services and/or withholding of awards.

11
Disclaimers

Glasgow Caledonian University accepts no responsibility for the malfunctioning of any equipment or software, failure in security or integrity of any stored program or data or for any loss alleged to have been caused whether by defect in the resources or by act or neglect of Glasgow Caledonian University, its staff or agents.

12
Disciplinary procedures

Use of University IT facilities will be monitored to ensure compliance with these regulations. Failure to observe these Regulations for the use of IT facilities may result in the following procedures being invoked:

a)
University disciplinary procedures including the Student Code of Discipline
b)
Withdrawal of access to IT facilities locally or across the University.

c)
Serious offences will be reported to the police for further investigation and possible prosecution.

APPENDIX 2

JANET ACCEPTABLE USE POLICY

The current version of the Janet Acceptable Use Policy may be found at:

http://www.ja.net/services/publications/policy/aup.html
APPENDIX 3

INFORMATION TECHNOLOGY VIRUS POLICY
1
Preventative measures
1.1
A comprehensive centrally based virus monitoring system has been set up to detect current known viruses and facilitate their removal.  The virus monitoring system continuously scans all e-mails entering the University.  Every PC attached to the University network has virus checking software installed to ensure that all documents are scanned for viruses before use.  The software is also configured to ensure that full system scans are carried out regularly and automatically.

1.2
Industry standard anti-virus software package are procured centrally for all platforms connected to the network.  The packages, and their latest updates, are available from Learning Resources centrally managed networked servers.  It is the responsibility the administrator of any system which is not managed by Learning Resources to ensure that the latest version of anti-virus software is loaded onto systems for which they have responsibility.  Learning Resources IT staff will provide assistance upon request.

1.3
All software installed on networked connected systems will be purchased from known reputable suppliers and must be received in the original manufacturers’ packaging.  Learning Resources IT Helpdesk will help staff to purchase software.
1.4
Backup copies of core and corporate software applications and data will be stored in a secure ‘off-site’ location.

1.5
All new software will be virus checked by Learning Resources IT staff before being installed on network connected systems.

1.6
Systematic backup of central systems and software will be made to allow restoration of a system that has been infected by a ‘time release’ virus. 

It is the responsibility of individual users to backup data files including e-mail files.

1.7
Programs and data will be made available on a ‘need-to-use’ basis.  This will ensure that problems are isolated, critical applications are protected and it will facilitate problem diagnosis.

1.8
Users will not be permitted to use their own copies of software on network connected systems unless explicit written permission is obtained from the Director of Learning Resources.
1.9
Viruses can be transferred by downloading documents from the Internet or from e-mail attachments. In order to minimise the risk associated with use of data from external sources it is vital that all staff ensure that the latest version of anti-virus software is installed on computers for which they are responsible.  Staff shall ensure that laptop computers are connected regularly to the network to ensure that the anti-virus definitions are maintained up to date.
2
Action in event of infection
2.1
Users can assist IT staff by reporting any suspected viral problems immediately to the IT Helpdesk.  Any hardware/software showing symptoms of possible infection will be removed by Learning Resources IT staff and all data on the machine(s) in question will be backed up immediately.  

2.2
Any member of the University community implicated in the deliberate introduction of a virus, or, the accidental introduction of a virus through failure to adhere to the preventative measures detailed above will be subject to University disciplinary procedures.

3
Guidance

The following guidance will help reduce the risk of infection:
3.1
Always scan ‘foreign’ floppy disks, CDs and DVDs before using them for the first time
3.2
Always scan files downloaded via the Internet before running any programs

3.3
Never boot a PC from a floppy disk unless you are certain that it is virus free

3.4
Use the write protect features on floppy disks and writeable CDs or DVDs whenever possible 

3.5
Only use licensed copies of software obtained from a reputable source

3.6
Use password protection whenever it is available (PCs or network connections) to prevent unauthorised access to files

3.7
Make regular backups of all important work and store them securely

3.8
If you have a problem please do not panic. Contact the IT Helpdesk and the IT staff will come to your assistance.

3.9
Don’t propagate unsubstantiated information about virus infection

APPENDIX 4

Authorisation of Visitors, Agents and Consultants to use University Systems
I …………………………………….(insert name) hereby acknowledge that I have received a copy of the University policy for use of e-mail and internet use including the IT Security Protocol, the JANET Acceptable Use Policy, the University Virus Policy and the University Regulations pertaining to the Use of Information Technology Facilities.  I agree to be bound by these regulations and policies.

	Name


	(print name)

	Signature


	

	Date


	

	Place of work


	

	Contact telephone no


	

	E-mail address


	

	Details of systems to be accessed (include name, module or area, and level of access)


	

	Access required 


	From (enter date):

To (enter date):




Approval for Use

	Proposed by 
	(print name)

	Signature


	

	Date


	

	Approved by Dean / Director of Learning Resources / Head of Department or Division (delete as applicable)


	(print name)

	Signature


	

	Date


	


Please send a copy of this form fully signed to the Director of Learning Resources, copied to the IT Helpdesk in order that access to University systems can be enabled.

In order to ensure that access is enabled for arrival or start date please submit forms at least one week in advance.
Appendix 5
Best Practice Guidelines for the Use of E-mail

E-mail communications are often perceived as being closer to informal speech rather than formal writing. E-mails can be sent quickly and often with little thought regarding their contents.  What the sender may construe as acceptable could be construed as rude and abrupt by the recipient.

Therefore, the following best practice guidelines should apply when sending 
e-mails:

· “GCU All” e-mails should not be sent unless it is intended to reach every member of staff in the University with access to electronic systems.

· Never say anything in an e-mail that you wouldn’t say face to face.  Correspondence by e-mail should not be used as an alternative to replace communicating with another member of staff in person. 

· The inappropriate use of upper case in e-mail is generally interpreted as SHOUTING and should be avoided.

· Messages should be concise and to the point.  Staff/Students should not send heated messages (often called “flames”) impulsively or in anger. 

· Proof read e-mails before sending to avoid misunderstanding. 

· If the content of an e-mail upsets you, do not reply back immediately; take time to think about the best action to take – e-mail may just make the situation worse.

· Check distribution lists before sending an e-mail and target recipients according to how important the message is to them

APPENDIX 6

The Use of mobile telephones, mobile computers and similar devices

POLICY
Introduction

The University recognises that it would be useful to have set out clearly the University's policy on the use of mobile telephones, mobile computers and similar devices.  This policy is therefore designed to achieve and maintain appropriate and consistent standards in relation to the use of mobile telephones and similar devices such as mobile computers that accords with confidentiality, privacy, health and safety legislation and road traffic legislation.  The following is therefore a set of clear guidelines for the use of both hands-free and hand-held mobile telephones, mobile computers, PDAs (for example, BlackBerries, IPAQs etc) and similar devices whilst carrying out work and during work-related travel.

the use of hand-held mobile telephones and similar devices during work-related driving 

The following outlines the current legal position with regard to the use of Hand-Held Mobile Telephones and similar devices during work-related driving. Staff and Students should be aware that:

It is unlawful to use a hand-held mobile telephone or similar device when driving or supervising a learner driver.

If the device is to be held at any time during the communication process it will be “hand-held”. This means that it is unlawful for a driver of a motor vehicle to hold a mobile telephone between his shoulder and ear, or anywhere else.

It is unlawful for a driver of a motor vehicle to send a text or other written message including a fax by using a hands-free mobile telephone or hand-held computer.

It is unlawful for a driver of a motor vehicle to use a hand-held video telephone.

It is unlawful for a driver of a motor vehicle to access the Internet by using a hand-held mobile telephone or hand-held computer or similar device.  

It is also unlawful to cause or permit another person to use a hand-held mobile telephone or similar device in the situations described above.

The only exceptions to the rules set out above are:

· for two-way radios, to which the rules set out for “hands-free” devices, set out in this policy apply and

· to contact the police, fire, ambulance or other emergency service on 112 or 999; and

· to respond to a genuine emergency where it would not be not be safe or where it would be impracticable to stop driving to make or conduct the call, or send the message.

Those who breach the rules set out above are liable to fixed fines and court prosecution. 

Drivers of motor vehicles and those supervising learner drivers should put all hand-held telephones on to voicemail at the start of the relevant journey, except where there is a passenger in the car who will be able to use the device, whether that is making or responding to a telephone call or text or other written message, or accessing the Internet. 

Except where there is a need to contact emergency services or to respond to a genuine emergency and it would not be safe to stop the motor vehicle before using the hand-held mobile telephone these drivers should not then use the hand-held telephone until the motor vehicle is stationary. When a vehicle is stopped at traffic lights or in a traffic jam it will not be appropriate to use the hand-held mobile phone or similar device, except where e.g. in a traffic jam the engine is turned off.

Staff who need to use a mobile telephone for business purposes should regularly check voicemail as soon as it is practical to do so after driving has been completed, that is after the vehicle is stationary and the engine is switched off.

Drivers should not access the Internet using hand-held mobile telephones or similar devices and they should not send or receive text, email or other forms of written messages, including faxes in circumstances where the use of a mobile telephone is prohibited.

Drivers should not use hand-held video telephones.

Staff should not cause or allow another person to act in breach of any of the rules set out above. 

Use of hand-free mobile telephones and similar devices during work-related driving

There is concern that using a hands-free mobile telephone or similar hands-free device while driving may create an accident risk, both to the user and to other people on the road, because it may distract the driver, impair the driver’s control of the vehicle and reduce the driver’s awareness of what is happening on the road around him.

Using a hands-free mobile phone or similar hands-free device may impair:

· maintenance of lane position;

· maintenance of appropriate and predictable speed;

· maintenance of appropriate following distances from vehicles in front;

· reaction times;

· judgement and acceptance of safe gaps in traffic;

· general awareness of other traffic.

It is also unlawful to use such devices if that results in the driver’s ability to control the vehicle being impaired, or if it causes a breach of road traffic legislation, e.g. if there is a road traffic accident as a result.

Staff who are contacted on their hands-free telephone or a similar device when driving or who initiate a call or written communication or access the Internet using a hands-free mobile telephone or similar device when driving, should be aware that such communication may impair their driving ability and should conduct the communication in a manner that does not impair their control of the motor vehicle or compromise their safety or the safety of other road users.

Staff should be aware that these rules apply throughout the duration of the journey, even where the vehicle is stationary, e.g. at traffic lights.  

Staff should therefore ensure that, unless they have the use of a hands-free telephone which can be safely used in accordance with the foregoing guidelines, that they switch off their mobile phones before starting their journey and switch them on again only at a rest point during their journey or on having completed their journey, in both cases when the vehicle is safely at rest with the engine switched off.  They should then check their voicemail for messages received during their journey.

Policy Breaches
Failure to comply with any of the rules in relation to using mobile telephones or similar devices when driving will be a breach of the health and safety policy and disciplinary policy and procedure and will be addressed through the University’s Disciplinary Procedures for Students and Staff and may lead to disciplinary action, which in appropriate cases could include dismissal and summary dismissal.

Appendix 7
Application for Use of Internet Sites

FORMS WF1 and WF2
Glasgow Caledonian University 
WF1
Learning Resources Department

Application for Exemption from Web Content Filter 
May 2006
About this form

In February 2005, the Learning Services Group (LSG) agreed that content filtering should be applied to all normal Web access within the University. Details of how this filtering is applied and the criteria applied to blocking pages are available on the Web.

It is acknowledged that some unfiltered access may be necessary for academic purposes and this form is provided to enable an individual member of staff or student to apply for unfiltered web access on a single University personal computer, used only by the applicant. (To apply for unfiltered web access on a shared PC, please use form WF2 instead). 

Applications must be approved by the relevant Head of Department/School or, in the case of student applications, the academic supervisor. Please ensure that the Authorisation section of the form is completed before submission.

The completed form should be returned to:  

Original: IT Helpdesk            Copied to:   The Director of Learning Resources 
You will be notified by e-mail when your exemption has been approved and implemented. Once granted, exemption will be in effect until the end of the current academic year. You will receive a reminder by e-mail that your exemption is about to expire, giving you the opportunity to re-apply for exemption for another year.

Personal Details
(In accordance with this University’s registration under the Data Protection Act 1998, the information on this form may be processed by automatic means.)
	Surname:
	
	Title (Prof, Dr, Mr, Mrs, Ms, etc.):
	


	First Names:
	
	Telephone:
	


	Department:
	


	E-mail Address (which must be a Glasgow Caledonian University address)
	
	@gcal.ac.uk

@Caledonian.ac.uk


	Your Glasgow Caledonian University computer account name:
	


	Staff Appointment (Lecturer, Research Assistant, etc.) 
or Student Registration No
	


Your Computer

Your exemption will be applied to a single computer which you must use whenever you require unfiltered Web access. You must be the only authorised user of this computer. (To apply for exemption on a shared computer, please use form WF2 instead.). Please supply either the IP name or network address of this computer (if you are uncertain as to what these are, please consult your Departmental Network Co-ordinator). If you are a student, you may need to make arrangements with a member of staff to allow you to have access to a suitable computer.


	Mac Address of Computer 
	
	

	or Network Address 
(in the form aaa.bbb.xxx.yyy):
	
	

	Location (building and room number):
	
	


Caution

Accessing sites which are known to contain, or may reasonably be expected to contain, indecent images of children may involve the commission of a serious criminal offence.  This is certainly the case where any such image is downloaded and displayed on a computer screen.  “Academic research” is not an acceptable defence in any such case. For these purposes, a “child” is any young person who is, or who appears to be, under the age of 16.

Declaration

I am requesting unfiltered access to Web sites on this computer for the purposes of a University course or research. I am the only person authorised to use the PC for which details are given above.
I acknowledge that I have read the Conditions for Using the Computing Facilities (available at http:/                         ) and I agree to abide by them. I have read the caution above and will not attempt to access sites which are known to contain, or may reasonably be expected to contain, indecent images of children.


	Signature:  
	
	Date: 
	


Authorisation 

This section must be completed by the Head of Department/School (in the case of staff) or by the academic supervisor (in the case of students).

Notes:

1.
Exemption should only be authorised for purposes of academic research.

2.
Note the caution above re access to indecent images of children. Such access is not permissible, even for purposes of academic research.

3.
Those who facilitate such access may be regarded as assisting the commission of an offence.

4.
If signing this as an academic supervisor, please check whether your Head of Department/School wishes to be kept informed of such applications.

	Name and department

(Please print):  
	


	


	Status (delete as appropriate):  
	Head of Department / Head of School / Academic Supervisor 
	


I approve this application for exemption from the Web Content Filter.


	Signature:  
	
	Date: 
	
	


	For Office Use Only
	Date
	Initials

	Form received
	
	

	Accepted
	
	

	IP number checked
	
	

	Added to exemption list
	
	

	E-mail user
	
	

	Filed
	
	


Glasgow Caledonian University 
WF2

Learning Resources Department

Application for Exemption from Web Content Filter
on a shared computer
May 2006
About this form

In February 2005, the Learning Services Group (LSG) agreed that content filtering should be applied to all normal Web access within the University. Details of how this filtering is applied and the criteria applied to blocking pages are available on the Web.

It is acknowledged that some unfiltered access may be necessary for academic purposes and a mechanism has been provided to enable unfiltered web access on specific PCs. This form should be used to apply for unfiltered web access on a University personal computer that is used by more than one person. (To apply for unfiltered web access on a personal computer with a single authorised user, please use form WF1 instead). 

Applications must be approved by the relevant Head of Department/School or, in the case of student applications, the academic supervisor. Please ensure that the Authorisation section of the form is completed before submission.

The completed form should be returned to:

Original: IT Helpdesk        Copy to: The Director of Learning Resources
You will be notified by e-mail when your exemption has been approved and implemented. Once granted, exemption will be in effect until the end of the current academic year. You will receive a reminder by e-mail that your exemption is about to expire, giving you the opportunity to re-apply for exemption for another year.

The Computer

Please supply either the Mac address or network address of the computer on which the unfiltered web access is to be configured. (If you are uncertain as to what these are, please consult your Departmental Network Co-ordinator). 

	Mac Address of Computer: 
	
	

	or Network Address (in the form aaa.bbb.xxx.yyy): 
	aaa.bbb.
	

	Location (building and room number): 
	
	


Authorisation 
This section must be completed by the Head of Department/School (in the case of staff) or by the academic supervisor (in the case of students).
	Name and department
(Please print):  
	

	


	Status (delete as appropriate): 
	  Head of Department / Head of School / Academic Supervisor 
	


I approve this application for exemption from the Web Content Filter and confirm that the persons listed overleaf are the only authorised users of the PC whose details are given above.


	Signature:  
	
	Date: 
	
	


(Note: If signing this as an academic supervisor, please check whether your Head of Department/School wishes to be kept informed of such applications.)
Personal Details of all the authorised Users of this Computer
(In accordance with this University’s registration under the Data Protection Act 1998, the information on this form may be processed by automatic means.)
Details of all the people who are authorised to use this computer must be provided here. 

** Each person must write their personal signature in the final column to signify their declaration that:

I will make use of unfiltered access to Web sites on this computer only for the purposes of University coursework or research. 
I acknowledge that I have read the University Regulations pertaining to the use of Information Technology Facilities and I agree to abide by them.

Please give details of the principal user of the computer in the first row - all correspondence concerning this application will be directed that person.

	Name
	Dept and
Telephone No.
	E-mail address
	University
Username
	Staff No.
or Student Registration No.
	** Signature and Date

	Principal user


	
	
@gcal.ac.uk
	
	
	

	
	
	@Caledonian.ac.uk
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