New Password Procedures

Following a recent IT audit of the University systems, and to ensure a safe and secure IT system, new University Password procedures are being introduced from 2nd February 2004.   These procedures will initially apply only to the password you use to logon to the University network ie they do not apply to passwords used to logon to other systems such as Caledonian webmail, my.Caledonian portal, Blackboard or Athens.  

These procedures mean that you must change the password you use to logon to the University network before Monday 1st March and thereafter regularly change it at least every 90 days.   When you are required to change your password, you will receive a prompt when you logon to the system.  You must then change your password immediately.  If you do not, you could be locked out of the system.   
Selecting a New Password

There are restrictions on the format your password must take.  Your new password: 

· Must be at least 8 characters in length

· Must not contain all or part of your username

· Must contain characters from 3 of the following 4 categories: 

· Upper case characters (A..Z)

· Lower case characters (a..z)

· Numbers (0..9)

· Non-alphanumeric (eg symbols such as !,$,#)

Before changing your password please read the webpage - How to Choose a Strong Password.   (http://www.gcal.ac.uk/cit/helpdesk/student_password.htm)
Also, make sure you keep your password secret and never write it down.
Changing Your Password

To change your password you must firstly log onto the system with your old password.  Then:
1.  Press Ctrl+Alt+Delete on your keyboard.  You will see the following screen:
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2.  Click on Change Password.  You will see the following screen: 
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3. Check that your User name is correct and the Log on to: box displays CALEDONIAN.  

4. Enter your old password (ie the one you used to logon) in the Old Password: box

5. Enter your new password in the New Password: box (remember the restrictions on the format your new password must take)
6. Re-enter your new password in the Confirm New Password: box

7. Click on OK
8. This will change your password.  Therefore the next time you logon to the University network you must use your new password. 
You are allowed 5 attempts to change your password.  If you do not get it right within the 5 attempts, you will be locked out of the system.
Further Important Information

· Once you have changed your password, you cannot change it again for at least one day. 

· You can only use your new password for a maximum period of 90 days then you will be required to change it again.  
· The password history is set to 3 passwords which means that you must have changed your password 3 times before you can reuse any password. 

Having Problems?

If you have any problems with changing your password, or have been locked out of the system, you can:

1. Email the C&IT Helpdesk (cithelp@gcal.ac.uk) from your student webmail account asking them to reset your University logon password.

2. Go to the support point on the 1st floor library with your matriculation card.

3. Go to an ICT Skills drop-in clinic in H219 Monday – Friday 12-2pm or Monday – Thursday 4-6pm.
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